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In “Ethics in Engineering and The Rise of Deepfakes”, Wheeler (2019) discusses the way society rapidly transitioned into a new era or personal computing, and how along with that arose a brand new industry regarding personal data. These new industries do more than just exist, but they yield lucrative rewards to any company capable of collecting and selling personal data. As Wheeler puts it, “the data brokerage industry is now worth more than the oil industry.” (Sec: The Engineering Wizardry of Personal Computing Led to the Personal Data Industry, para. 4). With the rise of personal data came the rise of data manipulation, and as Wheeler specifically mentions, Photoshop and Deepfakes. 

With the flood of personal data that can be found everywhere in the modern era, it becomes very easy to falsify online information. Most people have most likely seen this in some form or fashion before, whether that be fake social media accounts, scammers/impersonators, photoshopped images, camera filters, or deepfakes. The ability to identify the fakes and distinguish these from reality is something that people can develop, to a certain extent, but nobody is perfect. “One has to accept that digital media can be altered to the point where humans might not be able to tell if the media generated is a passive capture of what actually happened” (Wheeler, Sec: The Transformation of Personal Digital Data, para 3). 

We’ve seen it time and time again. We saw it with a Deepfake of Zelensky at the height of the Ukrainian War, we see it with many famous politicians, we see it in advertising. Companies and governments will disregard personal privacy for unethical and dangerous reasons. The scandal involving Cambridge Analytica, as Wheeler points out, is a prime example of this. 

With how accessible this technology is, and the ease in which they can be created, Wheeler argues that the development and usage of Deepfakes through engineering technologies poses an obvious ethical issue that must be addressed coming into the near future. Wheeler demonstrates how easily he was able to create his own example of a Deepfake, and states, “Engineers aren't usually asked to think ethically for their jobs, but unintended consequences of 21st century technological advances are showing that digitization might be antithetical to democracy.”(Wheeler, Sec: Bottom Line, para. 4). 

Personally, I’ve been fooled by photoshopped images many times. While (as far as I’m aware) Deepfakes are typically easier to identify, the technology is only improving with time, and there have been examples that I’ve seen that could’ve fooled me, had I not been aware of its validity beforehand. I agree that these technologies, if not already, could grow into something incredibly dangerous, and that it raises multiple ethical concerns. 

My first instinct was to disagree with Wheeler. An Engineer prioritizes learning and practicing, and while I trust people to generally know right from wrong on a personal level, I doubt the majority of us could understand the ethical implications of such things at a high level, so how could the creators of Deepfaking be responsible for their usage? I believed after Deepfakes were first created, ethical concerns should have been raised regarding its development, usage, and legality, but to put that responsibility on those that created it would be unfair. However, the more thought I put into it, the more I realize that during its development is the only place that people could intervene. In my opinion, putting the blame on those that developed the data manipulating technologies may be justified, but still ultimately unfair. The solution would be less about trying to hold these people accountable, and more about educating the future generation of engineers on the ethical concerns regarding everything they do. I know I’ve personally never had to take an ethics course in my life, but perhaps that’s something that should be required.

Regardless of whether the engineers who merely developed the technology should hold accountability for their usage, it’s important for articles like these to spread further and reach a larger audience, as the dangers posed by Deepfakes only increases with people’s ignorance to their existence.
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